A Guide to the Information Security Emergency Exercise of the Securities and Futures Industry for 2014 (the Shanghai Futures Exchange)
The Exchange will carry out the information security emergency exercise of the securities and futures industry for 2014 in support of the initiatives of China Securities Regulatory Commission (CSRC) on December 20, 2014. The exercise is an emergency exercise involving continuous multi-scenario across the whole market. On that day, the Exchange will start the emergency exercise of the corresponding scenario following the instructions of the headquarters of CSRC. 

I. Schedule and data preparation 

The exercise time is the whole day of December 20, 2014 (Saturday). The scenario is “Switch from the SHFE Main Center’s Trading System Host Failure to the Same-city Disaster Recovery Center”.
Detailed schedule:
	Time Period
	Contents of Exercise
	Points for Attention

	8:00
	Login by Member
	Check the login status of seats

	08:55--09:00
	Call auction and matching;

Main center is in the Tower data center;

Members have access to the Tower and Zhangjiang data center
	Check if the trading is in normal condition

	09:00--T

(T is the time when the exercise instruction is given)
	Normal trading;

Main center is in the Tower data center;

Members have access to the Tower and Zhangjiang data center
	Check if the trading is in normal condition

Check if the communication link is in normal condition

	T--T+4
	To simulate the trading matching host failure in Tower data center
	Trading in suspension

	T+5--T+22
	Trading is suspended;

Main center is switched from Tower data center to Zhangjiang data center
	Trading in suspension

	T+22--T+26
	Trading is suspended;

Main center is in Zhangjiang data center;

Members begin to gain access to Zhangjiang data center
	Observe if the seats can be re-connected automatically

	T+26--T+30
	Trading is resumed;

Main center is in Zhangjiang data center;

Members have access to Zhangjiang data center
	The trading system restored to normal trading condition

	T+30--12:00
	Normal trading;

Main center is in Zhangjiang data center;

Members have access to Zhangjiang data center
	Check if the trading is in normal condition

Check if the communication link is in normal condition

	12:00
	Pre-determined scenario exercise is completed.
	

	13:00--15:00
	Emergency scenario exercise
	

	15:00--17:00
	Data and system recovery
	All participating institutions fill in system recovery completion report


The exercise will adopt the trading data at the close of continuous trading at 2:30 on December 20, including contract prices, open interest, hedging quotas and client data to simulate the trading in the daytime of December 22.
II. Communication parameters

The Exchange will apply its official trading system to this exercise, and relevant communication parameters are as follows:

1. FENS server's IP addresses: 192.168.11.31, 192.168.11.32, 192.168.12.41, 192.168.12.42, 192.168.16.31 and 192.168.16.32.
2. TCP port number used by FENS server to gain access to the address parameters for trading front-end is 4901 while the SSL port number for such purpose is 4911; TCP port number used by FENS server to gain access to the address parameters for market data front-end is 4903 while the SSL port number for such purpose is 4913.
3. For the safety control strategy of each unit, the TCP port 4901, 4911, 4903, 4913, 33005, 44305, 33011 and 44311 on network segment 192.168.11.X, 192.168.12.X and 192.168.16.X as well as the TCP port 80, 443 and 7002 on network segment 192.168.9.X, 192.168.13.X and 192.168.17.X shall be made accessible.

III. Testing requirements

The participation by all the remote trading seats of the Exchange's Future-firm members and all the market data distributors into this testing is required.  All participants shall: 

(1) attach great importance to and make overall arrangements and fully prepare themselves for the exercise; upon the receipt of this notice, fill in the Participation Confirmation Report of the Information Security Emergency Exercise of the Securities and Futures Industry for 2014, and send its electronic version and scanned copy with stamp to the mailbox of the Exchange’s IT center by 12:00 on December 19;

(2) contact their software suppliers respectively prior to the exercise to develop a deliberate exercise plan; do well in system and data backup preceding the exercise, and in system and data recovery following the exercise to avoid affecting the normal trading of the next business day; pay close attention to the short notice from the member service system on the exercise day;

(3) Finish the system recovery upon the completion of the exercise on the day, fill in the System Recovery Completion Report of the Information Security Emergency Exercise of the Securities and Futures Industry for 2014, and send its electronic version and scanned copy with stamp to the mailbox of the Exchange’s IT center by 17:00 on December 20.
(4) based on the actual situation of the exercise, fill in the Testing Feedback Form of the Information Security Emergency Exercise of the Securities and Futures Industry for 2014, and send its electronic version to the mailbox of the Exchange’s IT center by 17:00 on December 22 using the member number as the file name of the feedback form.
IV. Contact information

Contact the Exchange’s IT Center for any issue related to trading and testing:

After-hour telephone: 86-21-68400802

E-mail: tech@shfe.com.cn
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